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Bo3anoxuren: AEL Koznonyit EAJ]

I'pan: Koznoayi IMomencku xox: 3321 Crtpana: P. bearapus

JInue 3a kontakt: Xpucro Ilaues

Tenedon: 0973 7 61 40
I'J1. ekcriepT MapKETUHT

E-mail; HPatchev@npp.bg ®daxc: 0973 7 60 04

OOekT Ha mopbYKaTa:
[] Crpourencrao DX ocrasku [ ] Venyrn
IIpeamer Ha mopbUKaTa:

,»Jl0CTaBKa 1 BHEpsSBaHE HA CHCTEMA 33 MOHUTOPHHT M YIIPAaBJICHUE HA aKTUBHA JUPEKTOPHUS
u (Qaiinosu pecypcu’

KpaTko onucanmue:

W3uckBaHusiTa 3a M3MBIHEHHE HAa HAcTosANIaTa MOpPbYKAa ca TMOAPOOHO OMHCAHU B
Texanuecko 3amanne Ne 21.11.73.244/01 (10 ctp.) - [Ipunoxenwne

YciaoBue HA JoCTaBKa:

DDP AEII Koznonyit

O6ocodenn mo3umuu: [ |la X He

Yc0Bus, HA KOMTO TPsIOBa /1a OTTOBAPAT YYaCTHULMTE:

VYyacTHUK B 00OIIIECTBEHA MOPHUKA Ype3 KOHKYPC Mo oepTr Moxe Aa Ob1e BCIKO OBIATapCKO
WIA 9YXJIECTPAaHHO (PU3UUECKO WM FOPUAMYECKO JIMIE WIM TeXHH OOCTUHEHHUsS, KAKTO U
BCSKO Jpyro oOpa3yBaHHE, KOETO MMa IPAaBO J1a M3ITBJIHSBA CTPOUTEIICTBO, JOCTABKH WU
YCIIyTH ChTIIACHO 3aKOHOAATEIICTBOTO HA JbpXKaBaTa, B KOATO TO € YCTAaHOBEHO.




Kpurepuii 3a Bp31arane:

[ ] Onrrmanso chOTHONIEHNE KauecTBO/IIeHA Bb3 OCHOBA Ha:
[ ] Llena 1 kauecTBEHH TOKA3aTENH
[ ] Pasxoau u kauecTBEHH MOKa3aTeNH

[ ] Huso Ha pasxoaure

X] Haii-aucka nena

IToxa3aTenu 3a oOleHKA:
Nwme: .......... TexecT: ...........

Cpox, MSICTO ¥ HAYHUH 32 NpeJAcTaBsiHe HA odepTH:

Hata: (mn/mm/rrrr) 12.08.2022 1. Yac: (va:mm) 14,00

Ha e-mail: commercial@npp.bg

Y4acTHUKBT YTOYHSIBA HOMEPA U IIpeIMeTa Ha OOIIEeCTBEHATA MTOPBHYKA M [IOCOYBA UME,
azapec, e-mail, TenedoH U JHIIE 32 KOHTAKT

Cpok Ha BaJIMIHOCT Ha o(epTHUTE:

Hata: (mn/mm/rrrr) 13.09.2022 1.
(MuauMYM 30 KaJleHAapHU JHU, CYUTAHO OT KpalfHUs CPOK 3a MojaBaHe Ha 0epTH)

Jlpyra ungopmManus:

Bceku yuacTHuk npezcTass opepTa, KOsTO TpsOBa Ja ChAbpKa:
- HaumeHoBaHue Ha Y4acTHHKA, CHIIIACHO PETUCTPALIMATA MY;
- JIoKyMeHT 3a perucTpanus Ha y4yaCTHUKA WIM eAuHeH uiueHTudukaumoneHn xoxn /EUVK/,
cpriiacHO wi. 23 oT 3akoHa 3a ThProeckus peructbp. Koraro He e mpencraBen EUK,
CBhIIacHO Wi. 23 OT 3aKOoHa 3a TBPrOBCKUS DPETUCTHP, YYACTHULIHUTE - FOPUIUYECKHUTE
JMLAa WIN €AHOJIMYHU ThPrOBLU IIpUJIaraT KbM CBOUTE O()epTH 3a y4aCTUE U YJOCTOBEPEHHE
3a aKTYaJIHO ChCTOSTHUE, OTPa3sBall0 ChbCTOSHUETO HA YYACTHHKA KbM J1aTa, HE M0-paHHA OT
3 Mecena oT KpallHUS CPOK 3a mojaBane Ha odeprute. UykaecTpaHHUTE FOPUIANUECKH JTUTA
npuiaraT eKBUBAJICHTEH JJOKYMEHT Ha ChJIcOCH WM aAMUHUCTPATHBEH OpTraH OT IIbpXKaBara,
B KOSITO Ca yCTaHOBEHU;
- UH no J/IC win u3puuen 3anuc, ye Hama perucrpanus no 3/1C;
- bankoBu pexksusnuty, IBAN;
- [TogpoGHO omMcaHue (TEXHUYECKH XapaKTePUCTHKH) Ha IpeJylaraHata CTOKa, KaTaJlo)KHa
uH(pOpMaNus, IPOU3BOIHUTEN,
- Uadopmanus 3a:
®CPOK Ha JIOCTaBKa;
®TapaHIIMOHEH CPOK / CPOK HA TOAHOCT M CPOK 32 OTCTpaHsSBaHE Ha BB3HUKHAIMU IPE3
rapaHlMOHHHUA NIepUo] 1e(PeKTH;
enpeuiarata 1exa (Ilony4eHoTo IeHOBO MPEAIOKEHHE I1IE CE CUMTA 32 OKOHUYATENHO!);
®HAYMH Ha IUIaLIaHe - B ¢pok A0 30 KaneHaapHU AHU OT IpUEMaHe Ha JOCTaBKaTa,
®BAJIMJIHOCT Ha oepTara;
® JOKYMEHTH, ChIIPOBOXKAALIM CTOKATA IPHU TOCTABKA.




@J “AEILl Ko3znonyii ” EAJ]

Brox: Hagopmanuontu
TEXHOJIOTHH

Cucrema: MA
INoapaznenenue: IT

TEXHUYECKO 3ATAHUE
Ne 21.11.T3.244/01
3a JocTaBka

TEMA: JlocTaBka 1 BHeIpPSIBaHe HA CHCTEMa 32 MOHHTOPHHT H yNpaB/ieHHe Ha aKTHBHA
AHpeKTOpHS M (ailIoBH pecypcH.

HacTosmioro TexHH4YecKo 3aJaHHe CBHIBLPKA TeXHHYECKA cneuupuKau M
CBHIJIACHO 3aKOHA 32 001IeCTBEHHTE NMOPHLYKH.

1. Onucanue HAa JOCTABKATA

focraBka U BHeZpsABaHE Ha CHCTEMa 3a MOHHTODHMHI M YIpaBleHHe Ha AKTMBHA IUPEKTOPHS U
thaiinon pecypen. Cpok 3a locTaBka 1o 60 HH ClieX NOATHCBAHE Ha JOTOBOPA.

1.1. Marepna/iu, KOHCyMaTHBH, MAIIMHH H obopyaBane (CM3-CTOKOBO MaTepHa/IHH
3amacH), KOHTO TpA6Ba Aa ce AOCTABAT.

Codryep 3a MonuTOpHHT Ha nipomennte B UKT cpenure.
JIuuensu:

-350 Gp. 3a cranzapTHU akayHTH;

-250 6p. 3a CepBH3HH aKayHTH.

1.2. HecTanaapTHi/CenMaTH3HPAHH €IEMEHTH, Pe3ePBHH 4aCTH H MHCTPYMEHTH KbM

J0CTaBKaTa
Hama otHomeHue.
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1.3. MauckBane kpM M3nniannrens

Hsama oTHomIeHME.

2. OcHOBHH XapaKTePHCTHKI Ha 000pYABAHETO H MATEPHANNTE

I. MsnckBaHnsA OTHOCHO CBOHMPaHEeTO W CHXPaHEHHUETO Ha JaHHU

Ne

Onucanue

1.

Tun pemenne: codtyep

Tun nuuiens: Beden (perpetual), ¢ Bmodenu 12 Mecela noaapexKa

Bpoii nunensy: 350 3a cranpapTHH akayHTH + 250 32 CepBH3HH AKAYHTH

Ma paboru Ge3 na U3MON3Ba areHTH, Taka Ye Zja He BiMse HETaTHBHO Ha HPOM3BOJMTENHOCTTA Ha
CHCTEMHTE M Aa He ciiupa paGoTHHA MpoLec.

Jla He ce u3noM3BaT HUKAKBY HEROKYMECHTHPAHN METOIM 3a CHOHpaHe Ha JAHHHU OT CHCTEMHTE Ha
OpraHM3alyATa, THi KaTo IOAOOHM METOAM MOraT Ja [IOBENAT O OTKA3BaHE Ha MOJAPHXKKA OT
Microsoft niu oT ApyrH KIMOYOBH IPOU3BOIKTENH.

Jla cebupa cypoBH MallMHHH NAHHH M Jia TH npeoGpasysa B ONpocTeHa, sicHa uH(opMamus 3a
BCAKO IIOTpeGMTENCKO JeiicTBYHE, 32 Xa Ce YIECHH B3€MaHeT0 Ha TIpABHIHH pPEIIEHHs OT
OpraHH3aliITa,

Jla ofenuHABa JAHHM OT MHOXKECTBO H3TOYHMLM (JI0roBe 3a ChOMTHSA, H3BAAKH OT HACTPOMKMTE
Ha CpefuTe, 3allMCH Ha JEHCTBHATA, CBEP3aHU C IIPOMEHH M T.H.), 3a [ia C€ H3BJieYe BE3MOXKHO
Haii-IbHATa ¥ HagexaHa oauTHA WHGopManus, 6e3 pormycky.

Mla csbupa ¥ NpesocTaBd IMBIHH AETaiM 3a BCSKA MPOMSAHA M ONWT 32 JOCTEN, BKIIOYHTEITHO
KOra M KbAE NPOMsAHATA WK ONMTA 33 IOCTHII Ca HAalpaBeHH, KOi I'M € HalpaBM1 U KAKBO TOYHO €
[IPOMEHEHO MM JAOCTHIIEHO.

Jla M3BEpINBA ISUIOCTHO CPaBHEHWE M Ja chOMpa CTOMHOCTHTE mpemy ¥ Ciief NpoMSHATa 3a
BCHYKH TIPOMEHEHH 00EKTH.

10.

Jla mom3ea cucrema 3a cexpaneHne Ha ase Husa (SQL Gasa oT JaHHM 3a oTyuTaHe M (aiinoso-
Gaspmpana cucTeMa 3a apXMBHpaHe Ha JAaHHH B KOMIpecHpaH (OpMAT 3a HLITOTPaitHO
chXpanenne). Tosn apxuB TpAGBa ia CHABPXKA IUIOCTHA ONUTHA MH(opManus 3a rnoseye ot 10
ronviny, 6e3 Aa HamanABa NPOM3BOAWTENHOCTTA HAa CHCTEMaTa, KaTo TpsGBa Aa OCHTYpABA JIECEH
ROCTBI 0 JAHHWTE 32 REJIUAT IEPHOX,

11.

Ma cebupa oguTHa MH(OpPMAUMA OT JOKANHM K OT OGNAYHM NPHIOXKEHHA M Aa T CHXpaHABA B
3aIUTEH, LEHTPANH3UPaH apXuB, KOETO Jia MO3BOJIABA M3ION3BaHETO Ha OOIM aNapMH, TEPCEHE,

OTYHTAHE 1 aHAJIU3 Ha PHCKOBETE N0 CUI'YPHOCTTA.

I1. MauckBaHuA OTHOCHO NOAXBPKAHUTE CHCTEMHU M 00XBaTa Ha OUTHPAHETO

NeHOrmcarme
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3a akTHBHaTa AupekTopHs (Active Directory) u rpynoBHTe HOMHTHKY:

* Jla noxnajsa 3a MPOMEHH B aKTHBHATA JUPEKTOPUSA U B TPYNOBUTE IIOJIUTUKH;
» Jla cebupa umdopmanus 3a NpOMEHHTE BEB BPEMETO Ha aKTMBHATA JUPEKTOPHA M Ha

TPYTIIOBHTE NMOJHTHKH, BIUTIOUMTENHO 3@ YUACTHHLWUTETE B IPYNH C MHOKECTBO AOMEHHHM H
PasIMYHM NpaBa Ha JOCTHN;

* Jla onuTHpa BIIMCBAaHKATA;
e Jla nopmspika JOBEPEHH M HEJIOBEPEHH JOMEHHH,

3a Windows File Servers:

* J{a nownansa 3a npoMeHH 1o (aitnose, manky, CIOAENEHH NIPOCTPAHCTBA M IIpaBa 3a AOCTHII;

e Jla noxiazBa 3a IMPEMECTEHH, NPEMMEHYBaHH WM KOITMpaHy ¢aiinose;

e Jla raBa MH(pOpMALWA 32 YCIEIHH 1 HEYCIISIIHN OIIMTH 3a NPOYMTAHE HA AAHHH;

* Jla napa MHQOpMaluMA 32 MpOMEHMTE BHB BpeMero Ha e(leKTHBHHTE IipaBa 3a JOCTBHII,
BIUIIOYHTENTHO M KOM NIOTPEOHTENM MMAT IIPERMILIEHN NIPaBa 3a JOCTHII;

» Jla cp3maBa OTYETH 3a COOCTBEHOCTTa Ha JAAaHHWTE, H3MON3BAHETO HA JaHHMTE M obeMa Ha
JaHHWUTE, OTJaBHA HEH3ON3BaKN (aiinose u xyOnupanu (aiinore;

e la noxnajsa 3a YYBCTBUTENHM NAHHH, BKJIIOYMTENHO KbE Ca PasMONOKEHH, KO MMa
aKTHBHH NpaBa Ja TH AOCTHNBA ¥ KOH € COOCTBEHHK Ha JJaHHHUTE, KAKTO M 34 YCNEMIHH H
HEYCTEITHY OXIMTH 3a JOCTHH 0 JaHHWTE M ONWMTH 33 IPOMAHA Ha MpaBaTa 3a JOCTHI 0
TAX;

e Jla noambpxa MHOXECTBO (haiimoBy CHPBBpH M (ailIOBH YCTpOMCTBA, PasMONOXKEHH B
HAKOJNKO (usudeckn o0exTa, JoMeliHa 1 OpraHu3aLyH.,

I11. M3uckBauus OTHOCHO OIMTH H alapMH

Ns‘ Omicanue

. |meraibina pH(opMalms 3a NpoMeHH, ONUTH 32 AOCTHI N HACTPOMKH, NIPEACTAaBEHH B YETHM BHE,

Jla BKIMIOYBA NpEABApHTENHO 3aflaficHH OAWTHM oT4eTH M dashboard-oBe, XOHMTO IPEROCTABAT

N03BOJIABAlKY Ha NOTpeduTenuTe A2 GUITPHPAT, COPTUPAT X U3BIHYAT OAMTHUTE JAHHH.

Jla Mo3BOJIABA HAa NMOTPEOHTENMTE JIECHO JAa M3TPAjAT COOCTBEH OT4eT, GashpaH Ha KOHKPETHH
H3MCKBAaHNs, BKIIOYNTEIHO OTYETH, KOMTO A2 00XBaLIaT MHOXKECTBO, pa3HOOOpa3HN CHCTEMH.

ABTOMaTHYHO Jia M3Npalla OTYEeTH A0 3aJafieHH TOMydyareny 1Mo email WM ga TM 3anassa B
crozeneH ¢aitnop s no 3ajjafeH rpaduk (BegHbXK JHEBHO, CEIMIYHO, T.H.).

Jla mopmbpka MIBIMYAHETO HA OTYETH B HAKOJKO pasiumyny (opmara, BrmouutenHo PDF,
XLS(X), DOC(X) u CSV.

Jla Mo3BoNsABa Ha NOTPEGUTENHTE JIECHO Aa COPTUPAT M (WITPUpAT OfMTHaTa MHGOpManHus ype3
Google-nogobHa HHTEpaKTHBHA ThPCaYKa, TaKa Ye Te JIECHO a2 OTKPHAT TOYHHTE JAHHH, KOUTO ca
UM HEOOXOIUMH.

,IIa IIOKa3Ba HACTOAIINTC HaCTPOﬁKH Ha OJUMTHPAHUTE CPeOH MM KaK ca M3INECKIali HaCTPOﬁICKTC
B AaOCH OTPA3SBK OT MHHAJIOTO, BKIIHOUMTEIHO aKTMBHHUTE IpaBa 32 JOCTHII Ha HAZCH norpe6m'en

Wi 06eKT, HacTpoHKHTE Ha IDYNOBHTEe IONHTHKY M Jieraiinure 3a HacTpoiikute Ha Windows
CBPBBPHTE.
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Jla BITIOYBA OTOBH 32 ION3BAHE OTHETH, KOMTO Ca NPHTOZIEHH 32 NPOBEPABAHE Ha CHBMECTHMOCT
7. (csc cranmapru karo ISO/IEC 27001, GDPR, PCI DSS, HIPAA, SOX, GLBA, FISMA/NIST800-
53, CJIS, FERPA, NERC CIP w1 eKBHBalIEHTHH.

Ja u3BectsBa upe3 email mmm uypes SMS croOleHHE OTTOBODHHTE E€KMNIM 3a IOJO3PUTENHO
g, [oBEneHHE M cBOMTHA, KOMTO MOraT Ja HpepacTHaT B MHIOWAEHTH IO CHTYPHOCTTA,

BIJTIOYHTENHO 2AKTHBHOCT, KOATO HAJBHIIABA M34YMCNEHHTe HOpMH (alapMu Ha Oasara Ha
MOBTOPAEMOCT Ha €JHO H CBILO CHOUTHE).

Jla Moxce ma noxnagea SQL SRS, ma Moxe za usnonssa oTd9erHuTe yoryrd Ha SQL cepsbpa mo

9. [MBaycTpHaneH cTaHAapT, (fa moanspxka 1 OesmnarHara Bepers SQL Express), 3a Ja ce IpefocTaBs
INMPOKA ramMa OT OAUTHU OTHETH.

IV. H3nckBanusa OTHOCHO CHTYpHOCTTa Ha MH(pOpManuaTa

NellOnucanue

Jla npurexaBa Dashboard-oBe 3a onenssane Ha WT pHckoBeTe, KOMTO JAa HO3BOJIABAT Ha
1. [moTpeburenute jAa HASHTHOHLIMpaT M OLEHAT PHCKOBETE IO TPH KIIOYOBH FOKa3aTess:
| |YTIpaBJieHHe Ha aKayHTH, NpaBa 3 IOCTHII IO CHCTEMHUTE 3a CHTYPHOCT M YNPaB/IeHHe Ha JaHHH.

Jla nputexasa Dashboard 3a oTkpuBane Ha aHOMaJHO NOBEJiEHHE, Ype3 KOHTO Aa ce mopobpssa
2.[l3saciuanero Ha 3nmoBpenHM akayHTH B WT cpenara, kaTo NpegocTaBd arperdpaHd JAHHH 32
AHOMAJIHOTO NOTPEOHTENICKO MOBEREHNE U /A IIOCTABA ChOTBETHA OIIEHKA Ha pUCKa.

Jla mpenocTaBd OTYETH 3a NOTPEOMTENCKO TIOBEZIEHHE M 3a aHANTM3MpaHe Ha NPOIYCKHTE B
cucTeMuTe 3a Habmogenue. Jla npegocrass MH(OpMaIH 3a MOTEHUMAIHA HHIOUACHTH, CBLP3aHH
3, [CBC CUTYPHOCTTZ, XaTo Hanpumep JeiicTBUA W3BBH HODMAaJHHTE OHM3HEC YacoBE Ha JCHA,
HeoOHyaiiHu BIIMCBAHHMA B CHCTEMHTE, IoJiiM Opoif HeyCIelHH ONUTH 3a AelCTBUs, JOCThIBaHE
Ha apXUBHMpaHH JaHHH, AeHCTBUA OT JocCera HEaKTUBHM TIOTPeOMTENCKH aKayHTH H HaIuWdWe Ha
NOTEHIHANHO onacHy (aiiiose Ha (hafyIoBHTE CHPRBPH.

V. MzuckBanus OTHOCHO (GYHKIMM OT 0011 XapaKTep

NollOmucasue

Ila uma ynpasnenue Ha Event logs: ABromarHuHO Aa ce chbupar, 0OSAMHABAT M apXUBHPAT

1, |pasHnTe 32 HacTmAMH cBOUTHS, Taka Ye afMHUHHCTPATOPUTE Ja MOTaT fa OFUTHPAT ChOMTHS OT
001 xapakrep, CbOUTHA, CBBP3aHH C YCIIYTH, BIIHCBAHHUSA Ha OTPEOHTENHN K CHCTOSIIN CE CECHU C
OTHAIEYECH ROCTHIL

la uma Dashboard 3a 3apaBeTo Ha cUCTeMUTE M 3a M3AaBaHE Ha exXeAHeBeH oOobluapamy oTyeT,
KOMTO Ja NO3BOJsABA Ha NOTPEOMTENMTE Aa OTKPHAT NpoONEeMH, KOMTO BIMAAT Ha IIOCTa Ha

5 ceOpaHuTe OUTHM JaHHH, KaTo JIECHO Ja MOXKe Jia ce JOCTHTHe A0 KOHKpETHAara AeTaifiiHa
WHGOpMaI, KOATO € HeoOX0muMa, 3a fia ce OTCTpaHAT npobnemure. IloTpeburenure Aa Morar Aa
nonyyaar email OTYET BEHHBX IJHEBHO, KoiTo Aa 00o0laBa M3BLPHICHHUTE JACHCTBHA Ipe3
nociegHuTe 24 vaca.

VI. Usncksanus kM uHTepdelica 3a ynpaseHye Ha CUCTEMaTa
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=

Onucanne

1 Jla ¥Ma NeHTpaTH3Hpana KOH30/a 32 YIpaBIeHHE, KOSTO Ja NOANBPKa MHOXKECTBO ChPBBPH, KaTo
" |Bcexu ma Moxke Aa ¥Ma COOCTBEHH, Pa3IHIHH HAaCTPOMKH.

Jla 103BOJIABA MHTErPHPAHETO C APYTH PELICHMH, A2 MOAXbPXKa OAUTHPAHETO Hd MHOXECTBO OT
p_|CHCTEMH 1 NPUNONKEHNA, BIULIOIMTENHO CHCTEMH, KOMTO Ca HHTCrPHPaHH 4pes RESTful AP], xaro
" |Bcuuxo TpabBa ma 6pAe obemuHEHO, I03BONSABalKM H3noN3BaHeTo Ha dashboard-oBe M OT4YETH 3a
KOMITIIEKCHHU CPEJM OT pasHo00pasHu CHCTEMH.

Pemenuero a2 Aasa WUIOCTEH H3MIEA HAf CPEAATa, KaTo BCHUKH ()YHKIHOHAHOCTH Aa €A YacT OT
3. |emunHa mnardopMa, npeMaxsaiiki HEOOXOAMMOCTTA OT H3MOM3BAHETO HA MHOKECTBO OTHCIHM
pemenus.

[IpaBara 3a focTen Aa ca poneBo 6asupauu. IlnardopMara Tpsabea aa no3BoisiBa GPHHO paspensHe
4. |Ha 3aABDKEHHATA 110 HaOMOAEHUETO Ha CUCTEMHUTE OT Pa3IMYHUTE NMOTPeOHTENH, Taka e BCEKH OT
TSIX Aa ¥Ma JIOCTBI caMo J0 HeoOXOAMMMTE My CHCTEMH ¥ HaCTPOMKH.

VII. Mi3ucBKBaHHA 32 BB3MOXHOCTHTE 33 HHTErpPHpaHe ¢ APYTH peleHus

No|Onucanue

Jla nMa HambaHo aoxymenTHpan RESTful API unrepdeiic 3a uHTerpauus ¢ Apyry peuieHus, aa
MOX€E Jia C& MHTErpHpa C pellieH!s 3a CUTYPHOCT, 32 ChOTBETCTBHE C PasfIMIHH CepTH(UKATH ¥ 3a

1. [aBTomarusupane Ha WT mponecute M Ha paborara Ha Gu3HeC MpUIOXKEHHATa, Taka 4Ye JAa ce
NpefocTaBy HEHTPaNH3UpaHO OAWUTHpaHE M OTHETHOCT WIM Jja Ce YIECHHM YIpaBieHHeTO Ha
NPOMEHHUTE ¥ Ha AeHCTBHATA NO MOAAPHIKKATA Ha CHCTEMHTE.

Jla Moxe na ce uurerpupa chc SIEM pemenns, 3a fga ce SAWMTAT HHBECTHIMHTE Ha
2. |lopranusanuara B SIEM mnardopMu, xaTo ce NpefocTaBM MHTerpupase ¢ ompegeneHu SIEM
pemienus, oboraraBaiki ch0paHuTe OT TAX JaHHM, NIPEROCTABAMKH KOHTEKCTA Ha CBOMTHATA,

Jla ro3BoysiBa GesriaTHo Xa ce mobapar add-on noGaBku 3a MHTErpHpaHe ¢ APYrH pEIeHWd, Xa
3, [AMa BE3MOXKHOCT 33 nobapsaHe Ha GesnmaTHH, NpeaBapUTENHO ch3naneHy add-on no6aBku, KOUTO
"llma ymecHsBar MHTErpupaHeTo C pemeHus, karo HampuMep SIEM, ServiceNow ITSM u Linux
CHCTEMH.

2.1. Knacndruxauns Ha 060pyaABaHeTO

Hsama otHOWEHHE.

2.2. Kpannduxauisa Ha obopyaBaHeTo

Hama oTHowEHHE.

2.3. Ou3HYyecKH H reOMEeTPHYHN XapaKTepHCTHRKI

Hama oTHOINEHHE,
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2.4. XapaKTepHCTHKH HA MaTepHaInTe

Hsama oTHoOmIEHME,

2.5. XuMH4HH, MeXaHIYHH, METATYPrHYHH I/IJIH APYrH cBoiicTBA

Hama oTHOWEHNE,

2.6. Ycnosus npn paora B cpefia ¢ fioHN3HpALI JIbYEHHs

Hsma oTHOmEHME.

2.7. HopMaTHBHO-TeXHIYECKH ROKYMEHTH

Hama oTHOmEHUE.

2.8. M3icKkBaHMs KbM CPOK HA IOJAHOCT H 2KH3HEH WHKbJI

Hsama oTHOMIEHME,

3. OnaxoBane, TPAaHCIIOPTHPAHe, BpeMEHHO CKIAANpaHe

3.1. H3ucKkBaHHA KBHM JOCTABKATA H OIIAKOBKATA

Axo 3asaBeHUTE CO(TYEpHH NULIEH3M ca Ha (PU3HYECKH HOCHTEN, TO Te TpAbBa Aa ObAAT AOCTaBEHH B
cxknanosere Ha ,,AELl Kosnonyii” EAJl B opuruHanHaTa ONakoBKa Ha IIPOM3BOJUTENS.

3.2. YenoBns 3a chbxpaHeHite

YYaCTHHKET /ia TIOCOYH YCHOBHATA 3a KPATKO, CPEAHO M JBIIOCPOYHO ChXpaHeHue Ha coTyepHHTe
JHLEH3H, aKO Cca Ha (QU3MYECKH HOCHTEN.

4. MzuckBanmsa KM NPON3BOACTBOTO

4.1. TIpaBHIHIIN, CTRHAAPTH, HOPMATHBHH A0KYMEHTH 32 POH3BOACTRO M M3MHTBaHEe

Hsama oTHOmEHHE.

4.2. TecrBane Ha NPOAYKTHTE I MaTepHANIiTe IO BpeMe HA POH3BOXCTBO

Hsama orHomeHue,

4.3. Kontpos or crpana Ha ,AEII Koznoayii” EAJl mo Bpenre Ha npoH3BOACTBOTO

Hsama oTHOmIEHHE.

5. Bxogsing KOHTPOJI, MOHTAXX H BbBeEKNal e B eKCINIOATAUHA
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S.1. TecrBaHe Ha MPOJYKTHTE H MaTepPHAXHTE PN BXOASILL KOHTPOJ NPH NPHEMAHE HA
AOCTABKATA, CJIEA MOHTAK I [0 BpeMe Ha eKCII0ATALMSL,

Ilpnemanero Ha HoCTaBeHUTE COMTYEPHH MPOAYKTH CE M3BEpILUBA CNE] POBEXAHE Ha OO BXOJALI
xoHTpon 6e3 3abenexky CHIMacHo ,IHCTPYKIHA 1O KauecTRO. IIpoBexaane Ha BXOAAIL KOHTPOJN Ha
IOCTaBEeHHTE CYPOBHHH, MaTepuaid M koMmiulekTyBamn usaemua B "AEIl Kosnogyii" EAI”,
10.VZ1.00.1IK.112. JlocTaBkaTa ce pHeMa CleJ| IOJOXHUTENIEH Pe3YNITaT OT OBIIUA BXOAAI] KOHTPOIL.

5.2. OTroBOpPHOCTH IO BpeMe Ha MycK

BreppsBaHeTo oT cTpaHa Ha U3MBIHHTENAT BKIIOYBA CIEHHTE CTAIN:

* Msroreane Ha IDran-rpaguk 3a MHCTaNHpaHe Ha CHCTeMaTa M MHTErpauMsTa K B MH(OpManHOHHaTa
cucreMa Ha AEIT , Kosnonyii;

* CsrnacyBane Ha maH-Tpaduka c AEL] "Kosnoayii" EAL;

* Uncranupane, akTuBHpaHe, HauamHa KOH(UTYpalMs M TECTBAHE Ha CHCTeMara or M3mbimuTeNsT B
Hudopmanmonsara cucrema Ha AELL "Koanoayii" B IPHCECTBHETO M ChC CHACHCTBHETO HA CY;KHTENH Ha
oraen YICuKT,.

¢ [IpoBexaane Ha TECTOBE HA MHCTANMpPAHaTa cHCTeMa. TecToBe 3aBbpIUBAT C MOANMCBAHE HA ABYCTPaHEH
NPOTOKOJ, KOHTO Aa oT0end3sa HEJBYCMMCIEHO Al TECTOBETE Ca mpemuHanu ycnewmo. ITporoxona
TIOCTaBs Ha4aJoTo Ha Cpoka 33 FapaHIMOHHA HOANPEHKKA.

5.3. Mepkn 3a Ge3omacHOCT NPOTHB 3aMbpCABaHe ¢ PAAHOAKTHBHY BEWECTBA I ONACHH
HPOXYKTH

Hsma oTHOWIEHNE.

5.4. 3ppaBHH 1 XHFHEHHH H3HCKBaHHSA

Hsama oTHomenue.

5.5. YcaoBns 32 AeMOHTAXK, MOHTAK H YAaCTHYEH MOHTAMX

Hsama otHoluEHHE,

5.6. YcnoBus Ha ChCTOSTHHATA HA NOBLPXHOCTHTE

Hsama oTHOIICHUE.

5.7. llonarane Ha NOKPHTHSA

Hsama oTHomeHue.

5.8. YVcnoens 3a Ge3omacHocCT.

Hsma oTHOmIEHNHE,

5.9. I[OKYMGHTH, KOHTO Ce H3HCKBAT IpH [JOCTaBKa, MOHTAaX H BbLBEXRIaHE B
EKCILT0aTalusa

3aeaHo che cOTYEepHUTE NPOAYKT/H € HEOOX0AUMO ¢ Aa CE AOCTABAT:
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 Nexnapaiis 3a NPOH3XOZ;

o Crieunuxarpisn Ha ZocTaBeHHs copryep;

 Texunyecka JOKyMEHTALHS Ha JOCTaBEHUAT coiTyep (IpHEMA Ce H B €EKTPOHEH BHA);

* JIMUEH3H - aKo MMa TaKuBa, BKIIOYHTENHO M XapTycHO konue, Benuku nuueHsy Tpsbea aa ca Ha
umeto Ha "AEL] Koznoodyii" EAJ] vnu nipu u3nuceane Ha natunnua Kozloduy NPP Ple.

6. TapaHuH, rapaHIHOHHO O0fCIyXKBaHE I CIEAraPaHIHOHHO 06CIyKBaHE

6.1. Yonyrn ciex npoaakéarta

Hsama oTHoOwIEHUE.

6.2. lapanumnoxHo o6ciay:xBaHe

IIpenocTaBenuTe MMIEH3H Ja ca ¢ BIIIOYEHH 12 Mecena MOAAPEIKKa,

7. HzucKkBaHns 3a OCHrypsiBaHe Ha Ka4yecTBOTO

7.1. Cucrema 3a ynpassienne (CY) na H3nsauuTens

7.1.1 MsmenHuTenaT cneapa JAa Ipwiara CHCTeMa 3a YNpaBlieHHEe HAa CHTYPHOCTTA Ha
uHpopmanuaTa 1o craHmapr ISO/IEC 27001 wm exkBMBaNeHTeH, uMifro ofxsar BKIIOUBA
npefocTaBsHe Ha ycmyrd B obnacrra Ha MKT /ueopManMOHHM B KOMYHHKALHOHHH TEXHOJIOTHY/,
aHAJIH3, aAMUHHCTPHpAHE K NOARPHKKA HA HHOOPMALMOHHN M KOMYHUKAIIMOHHH CHCTEMU.

7.1.2 Vsmemutenar ysepomaea ,,AELl Koznonyii” EAJ] 3a HaCTBIWIN CTPYKTYPHH IIPOMEHH
WM TIPOMEHH B IOKyMEHTauuATa Ha CrcremMara 3a ynpaeieHHe, CEBP3aHH ¢ H3ITBIIHABaHUTE ACHHOCTH
IO IOFOBOPA.

7.2. Ilporpama 3a ocurypsisane Ha ka4ecrBoto (JIOK)

Hsama oTHOLIEHHE,

7.3. Ilnan 3a KoHTpoJ Ha kavecTBoTO (IIKK)

Hama oTHOmIEHHE.

7.4. Onur ot crpana Ha ,, AEI] Ko3noayii” EAJL (onuT oT BTopa cTpaHna)

7.4.1 ,AEIl Kosnmomyii” EAJ] uMMa mpaBo Aa H3BBpLUB2 OOWT Ha V3OBIHMTENA npemu
3anoysaHe Ha paborara Mo CKIIOYEH AOTOBOP M MO BpeME HAa M3OLIHEHHE Ha AeHHOCTUTE IO
JOroBopa.

7.4.2 ,,AELI Koznonyii” EAJl n3BBpIIBA ONWTH 10 PEX YCTAHOBEH C ,,IHCTPYKIMA 10 KauecTRO.
IposexnaHe Ha OAWTH Ha BHHINHM opraHuzamuu’, 10.0uI1.00.1K.049.

7.5. YnpagieHie Ha HeChbOTBETCTBHATA

Wsnenautenar poxnanga Ha ,,AEL] Kosnoayii” EAJl 3a HeCLOTBETCTBHATA, OTKPUTH B XOZa Ha
H3NBJIHEHHE Ha JAEHHOCTHTE N0 JOrOBOpa.

HecroTBeTcTBHA Ha NPOAYKTH H YCIYTH, 32 KOMTO Ce M3MCKBa NpepaboTka, ce DOKNamBaT Ha
Bp3noxutens (0TTOBOPHOTO JMILIE MO JOTOBOP/pBKOBOAMTENS Ha CTPYKTYPHOTO 3BEHO 3asdBHTEN Ha
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YMATO TEPHTOPHA Ce H3BEPIIBAT ACHHOCTHMTE), 3a Zia CE B3eME pEIIEHHE 3a pasTopexiaHe C
HECHOTBETCTBALIMA NIPOAYKT/yCHyra.

7.6. CenudiaHI H3NCKBAHHSA IO OCHTYPABAHE HA KAaYecTBOTO

KbM pocrasenus cogryep /nmuuenss/, ga ce HOCTABAT OPUTMHAIHK (OT HpPOM3BOAMTENS)
(pusHuecKs HOCHTENH, ako ca MpeABUACHH TakuBa, COMTYEpHHTE KIIOYOBE, KOUTO Ca 3a/(bIDKUTENHH
32 BATHAHOCT Ha JIMLICH3M H 32 paboTa ¢ NpoAyKTuTe, A2 GhAAT NPeNoCTaBeHH Ha (GHU3NUECKH HOCHTEN
HJIH C BE3MOXHOCT ia OBAT M3TENICHH OT NOPTal Ha NPOM3BOAUTENS Ha coTyepa. Beuuku mineHsH
3a ocTaseHus coTyep Aa ca BaMAHM 33 CPOKa Ha [OroBopa U Ha umero Ha:"AEI[ Kosnomyii" EAJI
WIH IIpY U3NnHCcBane Ha naTiuuna: Kozloduy NPP Plc.

7.7. Obyuenue 0 kpanuguKanus Ha nepconana na ,AEI Kosnoayii”® EAJl

[Iposexpane Ha obyyeHWe 3a HHCTANHpAaHE, KOHQHIypHpaHe M EKCIUIOATAUMA HA CHCTEMara.
OGyuyenuero cnezsa fa obxsane 5 (ner) cimyxurens ot orgen VCuKT na AEIT "Koanopyii”, n3sbpiuba
ce Ha MsCTO K online ¥ e 3a cMeTKa Ha VI3menauress.

7.8. Upuemane Ha JOCTABKATA

Axo 3asBeHHTE COTYepHH IJMIEH3M ca Ha ()H3UYECKH HOCMTEN, TO Te TpaGea Aa Gbpar
AocraBerH B cknafiosete Ha ,,AEL] Kosnoayii” EAJ] B opuruHantara OnakosKa OT IPOM3BOUTENS.

Ilpu mocraskara Ha codTyepa /IMIEH3HTe/ Ce MPOBEPSBA CHOTBETCTBUETO MY CHC 3a4BEHHTE
TIapaMeTpH 110 crelu(HKaLHATa OT AOrOBOpa 32 JOCTABKA,

OB BXOAAI KOHTPON CE M3BBLPIUBA CHINACHO ,,IHCTPYKIHA 1O KaYECTBO 33 MPOBEX/IAHE HA BXOIALY
KOHTPOJI Ha JOCTABEHHUTE CYPOBMHH, MaTEPHAIH U KOMILIeKTyBaiu usfienus B "AELL Kosnonyir” EAJ,
Ne 10.V.00.MK.112.

7.9. Cna3sane Ha peaa B ,, AEII Ko3znoayii”® EAJT

W3nsnnuTenaT e mIbKeH Ja Cla3Ba H3HCKBAaHUATA Ha , JIHCTPYKIMA IO XauecTBo. PaGoTa Ha BEHIUHM
OpraHu3auuy npy ckaoyen aorosop”, JBK.KII . 1H.028.
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8. M3uckBanus KuM M3nbIHMTeIS NPH H3M0/I3BAHE HA NOAM3IMLIHHTEIH/ TPETH JIHNA

IIpu u3noN3BaHe Ha NOW3IBIHNTENH/TPETH JIML@A, OCHOBHUAT M3IIb/IHUTEN IO JOTOBOpA:

- HOCH OTTOBOPHOCT 3a M3ITJIHEHHETO Ha M3HCKBaHMATA Ha T3 OT MOJM3ITBIHUTENIHTE/TPETH
JIMIA 33 M3ITBIHABAHUTE OT TAX ACHHOCTH, KaKTO U 3a Ka4YeCTBOTO Ha TAXHaTa paboTa;

- OMpeJeNs IMHUNUTE 32 KOMYHHKALUA U B3aUMOJCHCTBHE C HETOBHUTE MOU3ITBIHATEIN/ TPETH
N2 ¥ HAYMHHUTE Ha KOHTPOJ BBPXY ACHHOCTUTE, KOUTO UM Ca MPEBH3TI0KEHH H OTTOBOPHHUTE JIMLIA 3a
H3ITBJIHEHNE Ha TO3H KOHTPOT,

- OMpesieNs MO NOJXOAAL Ha4MH U B He0OX0AMMAaTa CTeNeH NPHIOKHUMUTE U3HCKBaHus Ha T3
3a NOAM3ITBIHUTE/H/TPETH JIML{a IO JOTOBOPA, B 3aBHCMMOCT OT ACHHOCTHTE, KOMTO H3IThIHABAT;

- OmIpefieNis KaTo MHHAMYM M3HCKBaHMATa cH 3a CY Ha NOOU3BIHHTENH/TPETH JIHIIA,
OPWIOXKMMH HOPMH M CTaHAapTH, peA 32 YIOpaBleHHE Ha HECHOTBETCTBMATA, o0OeM Ha
NOKYMEHTALUATA, H3NUTaHUA U NPOBEPKH H JIp.;

- BKIIOYB2 B JOKYMEHTALMATa Ha OOTOBOpa C IOAM3ITBIHHMTENW/TPETH JMIa, BCUYKH
OTIpE/IENICHH NO-TOpe N3UCKBAHMS.
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